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COMPANY OVERVIEW
For over 25 years, Eric Reed Cybersecurity Training has been a trusted leader in cybersecurity

education, equipping more than 60,000 professionals with the skills needed to defend against

emerging cyber threats. Our mission is to empower individuals and organizations with

comprehensive, hands‑on training that translates directly to real‑world success. Recognized with

multiple industry awards—including an unprecedented 10‑time EC Council Instructor of the Year and

7‑time Circle of Excellence honoree—we combine innovative delivery methods with a passion for

excellence to ensure our students achieve certification success on the first attempt

ONLINE LIVE
LEARNING

ON-DEMAND
LIVE LEARNING

C|EH  → $90,000 - $135,000 
These figures are approximate and depend on

location, experience, and job role. Higher salaries

are usually seen in major tech hubs and with

significant experience.

Penetration

Tester

Security

Consultant

Conduct ethical hacking and penetration testing.

Perform reconnaissance and gather intelligence on targets.

Exploit vulnerabilities in systems, networks, and applications.

Utilize tools to detect and mitigate security threats.

Understand security policies, compliance, and incident response.

All the benefits of live, instructor-led

training with the convenience of on-

demand.

Online Live: Attend our scheduled

sessions in real time (Monday–

Friday). Get immediate interaction

with the instructor and fellow

students.

On-Demand Live: Access

recordings of the most recent live

sessions on your own schedule,

while still having direct instructor

support.

Flexible Scheduling: Choose a

structured approach—one-week

bootcamp (M–F), two nights a week

for five weeks, or every Saturday

for five weeks. Need more wiggle

room? Adjust any schedule to fit

your lifestyle!

SALARY RANGE

EC-COUNCIL C|EH

COURSE OBJECTIVES

ONLINE LIVE &
ON-DEMAND LIVE 

JOB ROLES

Certified Ethical Hacker (C|EH) teaches ethical

hacking techniques used to identify and fix

security vulnerabilities before malicious hackers

can exploit them.

Contact Us
(707) 722-7333

info@ericreedlive.com

1401 61st St S

Gulfport, FL 33707

“It’s was a great class that covered all aspects of security. Most importantly, I appreciate the fact that you are

giving up your own time to assist us and maintain a sharedrive with the latest security tools and informative

papers even after the class is over. I was able to pass the test after one week of attending the training.” 

-Shadi Ehalabi

WWW.LINKEDIN.COM/IN/ERICREEDLIVE/

https://ericreedlive.com/ceh-training-2/
https://ericreedlive.com/
https://ericreedlive.com/
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1: Introduction to Ethical Hacking

Information Security Overview

Cyber Kill Chain Concepts

Hacking Concepts

Ethical Hacking Concepts

Information Security Controls

Information Security Laws and Standards

2: Foot-printing and Reconnaissance

Footprinting Concepts

Footprinting through Search Engines

Footprinting through Web Services

Footprinting through Social Networking Sites

Website Footprinting

Email Footprinting

Who is Footprinting

DNS Footprinting

Network Footprinting

Footprinting through Social Engineering

Footprinting Tools

Footprinting Countermeasures
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3: Scanning Networks

Network Scanning Concepts

Scanning Tools

Host Discovery

Port and Service Discovery

OS Discovery (Banner Grabbing/OS Fingerprinting)

Scanning Beyond IDS and Firewall

Draw Network Diagrams
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4: Enumeration

Enumeration Concepts

NetBIOS Enumeration

SNMP Enumeration

LDAP Enumeration

NTP and NFS Enumeration

SMTP and DNS Enumeration

Other Enumeration Techniques

Enumeration Countermeasures

5: Vulnerability Analysis

Vulnerability Assessment Concepts

Vulnerability Classification and Assessment Types

Vulnerability Assessment Solutions and Tools

Vulnerability Assessment Reports

6: System Hacking

System Hacking Concepts

Gaining Access

Escalating Privileges

Maintaining Access

Clearing Logs

7: Malware Threats

Malware Concepts

APT Concepts

Trojan Concepts

Virus and Worm Concepts

Fileless Malware Concepts

Malware Analysis

Countermeasures

Anti-Malware Software

8: Sniffing

Sniffing Concepts

Sniffing Technique: MAC Attacks

Sniffing Technique: DHCP Attacks

Sniffing Technique: ARP Poisoning

Sniffing Technique: Spoofing Attacks

Sniffing Technique: DNS Poisoning

Sniffing Tools

Countermeasures

Sniffing Detection Techniques
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9: Social Engineering

Social Engineering Concepts

Social Engineering Techniques

Insider Threats

Impersonation on Social Networking Sites

Identity Theft

Countermeasures

10: Denial-of-Service

DoS/DDoS Concepts

DoS/DDoS Attack Techniques

BotnetsDDoS Case Study

DoS/DDoS Attack Tools

Countermeasures

DoS/DDoS Protection Tools

11: Session Hijacking

Session Hijacking Concepts

Application Level Session Hijacking

Network Level Session Hijacking

Session Hijacking Tools

Countermeasures

12: Evading IDS, Firewalls, and Honeypots

IDS, IPS, Firewall, and Honeypot Concepts

IDS, IPS, Firewall, and Honeypot Solutions

Evading IDS

Evading Firewalls

IDS/Firewall Evading Tools

Detecting Honeypots

IDS/Firewall Evasion Countermeasures

13: Hacking Web Servers

Web Server Concepts

Web Server Attacks

Web Server Attack Methodology

Web Server Attack Tools

Countermeasures

Patch Management

Web Server Security Tools
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14: Hacking Web Applications

Web Application Concepts

Web Application Threats

Web Application Hacking Methodology

Web API, Webhooks, and Web Shell

Web Application Security

15: SQL Injection

SQL Injection Concepts

Types of SQL Injection

SQL Injection Methodology

SQL Injection Tools

Evasion Techniques

Countermeasures

16: Hacking Wireless Networks

Wireless Concepts

Wireless Encryption

Wireless Threats

Wireless Hacking Methodology

Wireless Hacking Tools

Bluetooth Hacking

Countermeasures

Wireless Security Tools

17: Hacking Mobile Platforms

Mobile Platform Attack Vectors

Hacking Android OS

Hacking iOS

Mobile Device Management

Mobile Security Guidelines and Tools
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19: Cloud Computing

Cloud Computing Concepts

Container Technology

Serverless Computing

Cloud Computing Threats

Cloud Hacking

Cloud Security

20: Cryptography

Cryptography Concepts

Encryption Algorithms

Cryptography Tools

Public Key Infrastructure (PKI)

Email Encryption

Disk Encryption

Cryptanalysis

Countermeasures

18: IoT and OT Hacking

IoT Hacking

IoT Concepts

IoT Attacks

IoT Hacking Methodology

IoT Hacking Tools

Countermeasures

OT Hacking

OT Concepts

OT Attacks

OT Hacking Methodology

OT Hacking Tools

Countermeasures
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